Recognizing and
Avoiding Scams

Psychological Tricks Scammers Use

Scammers use emotional tactics to bypass your logic
and get you to act fast. Scammers exploit your trust
or kindness, your need or curiosity, and your fear or
excitement.

Watch for these common tricks:

Urgency To make you act before you can think.

Authority To scare you into obeying someone
with authority

Secrecy To keep you isolated so no one can
warn you.

Sympathy To exploit your kindness and trust.

Common Scams to Watch For

Scams can come from texts, phone calls,
emails, social media, messaging services,
dating apps, gaming platforms, online ads,
or through a variety of physical devices or
contacts.

m Imposter Scams: They pretend to be a
trusted company (like your bank, utility
provider, or a tech company).

m Job & Investment Scams: High
pay “work from home” jobs or
“‘guaranteed” cryptocurrency (digital
money) investments.

“Final warning! Act in the next hour!”

“This is the IRS” or “I'm Officer Smith.”

“Don't tell your family about this.”

“My child is in the hospital... I'm
desperate.”

Merchant & Prize Scams: Fake websites
with “too-good-to-be-true” prices or “prizes”
that require a fee.

Romance Scams: Fake online profiles that
build a relationship with you then ask for
money for “emergencies” or “travel.”

Other: Artificial intelligence scams (voice
or video impersonation), door-to-door
scams, fake QR codes, credit card stealers,
Wi-Fi hacking.



“§FE E Il—." Yourself Against Stealers

If you receive an unexpected text, email, or call, or knock on the door, use the STEEL method:

@ — Slow Down

Don't make quick decisions. Scammers want you
to rush. Pause and take a step back.

LHJ — Think Twice

Ask yourself: Is this an unfamiliar contact? Are
they using a psychological tactic like creating a
sense of urgency or demanding secrecy? Does
what they say actually make sense?

I:E: - Examine The Source

m Verify: Contact the person/company back
using an official contact from their website,

your billing statement, or your own contact list.

Never use the contact they gave you.

m Hover: Hold your mouse over links or email
addresses to see the true destination. Only
visit secure sites with the “s” in https://. Watch
for typos (like a zero "0” instead of an “0").

m Search: Use the internet to look up the official
organization for contact information. You can
also search for “Is X a scam?” to see what
people have reported about that information,
person, or contact.

I:E.I — Exit The Situation or Disengage

Many times, your best defense is to do nothing.
Do not reply; do not click. Block the number, close
the door, or delete the message.

|l| - Let Authorities Know

Report the incident to your bank, the company
being impersonated, or law enforcement. Tell
your friends and family so they know it's a scam
if targeted.

Remember Your Resources

Identify your “Safe Person”:

Who is a friend, family member, or
neighbor you can call to help you verify a
suspicious message”?

AARP Fraud Watch

Helpline (877-908-3360):

Free for everyone to get advice, help
identify scams, or aid if you think you've
been scammed.

Institute for
Cyber Law, Policy, and Security

University of
Pittsburgh



	Recognizing and Avoiding Scams
	Psychological Tricks Scammers Use
	Common Scams to Watch For
	“STEEL”
	Yourself Against Stealers
	S – Slow Down
	T – Think Twice
	E
	– Examine The Source
	E – Exit The Situation or Disengage
	L – Let Authorities Know

	Remember Your Resources


	Logo_af_image: 


