
Proactive Privacy  
& Scam Prevention
You can’t stop scammers from targeting 
you completely, but you can make yourself a 
harder target.

Secure Your Digital Accounts 
The foundation of your security starts with 
how you manage your accounts across all 
your devices.

	■ Strong, Unique Passwords: Use long 
passwords that mix letters, numbers, 
and symbols.

	■ Don’t Reuse Passwords: Use a different 
password for every single account.

	■ Password Managers: Use a tool like 
Bitwarden (which is free) to keep track of 
all your different logins.

	■ Multi-Factor Authentication: Turn on 
extra security (like a code sent to your 
phone or a fingerprint scan) whenever 
possible, especially for sensitive accounts 
like banking.

Guard Your Communications 
Managing how you receive calls, texts, and 
emails can significantly reduce your exposure 
to scams.

Phone & Text Protection
	■ National Do Not Call Registry: Register 

your number at donotcall.gov or 
call 1-888-382-1222.

	■ Carrier Blocking Apps: Use your provider’s 
specific app, such as AT&T ActiveArmor, 
T-Mobile Scam Shield, or Verizon Call Filter.

	■ Manual Blocking: Block spam numbers 
directly from your recent calls or 
messaging app.

	■ Filter Unknown Senders: Enable this in 
your phone settings to sort suspicious 
messages into a separate folder.

	■ Report Spam Texts: Forward any 
suspicious text messages to 7726 (SPAM).

Email Protection
	■ Spam Filters: Ensure your email spam 

filters are enabled (they are usually on 
by default).

	■ Reporting: When you receive a scam 
email, click “mark as spam” to report it.

Maintain Your Devices 
Consistent maintenance helps ensure 
your hardware remains secure against 
modern threats.

	■ Software Updates: Keep your software 
updated to the latest versions.

	■ Antivirus Software: Use antivirus software 
and keep it current. Many computers have 
this built in, such as Windows Defender.

	■ Antivirus Options: Bitdefender is 
an example of a free option with 
paid upgrades.

	■ Data Backups: Back up your data regularly 
using an external hard drive or a secure 
cloud service to prevent losing files if 
something goes wrong.



Don’t Forget Privacy  
& Physical Safety
Personal habits in public and at home can 
prevent scammers from gathering information 
about you.

	■ Public Wi-Fi: Avoid using public  
Wi-Fi for private activities like banking  
or shopping online.

	■ Social Media: Keep social media accounts 
private and do not overshare personal 
information (example: Do not post about 
traveling until you have returned home).

	■ Home Security: Put a “No Soliciting” sign 
on your door to stop uninvited visitors.

Resource Contact / Link

Do Not Call Registry Register at donotcall.gov or call 1-888-382-1222 

Report Spam Texts Forward messages to 7726 (SPAM) 

Free Password Manager bitwarden.com 

Free Antivirus Software bitdefender.com 

Carrier Blocking Apps AT&T ActiveArmor, T-Mobile Scam Shield,  
or Verizon Call Filter. Check with your carrier! 

http://donotcall.gov/
http://bitwarden.com/
http://bitdefender.com/
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