Online Safety By Age: i
A Guide For Caregivers

Keeping Children and Youth Safe Online

There's no one-size-fits-all approach to online safety. Every child develops differently, so use these
recommendations as a guide and adapt them to your child’s maturity and your family’s needs. Start with
more support when children are young, then gradually increase their independence as they age.

These recommendations are based on guidance from experts like the American Academy of Pediatrics and
Common Sense Media. They're meant to be helpful starting points, not sources of guilt.

The One Thing That Doesn’'t Change

No matter your child's age, they need to know they can come to you with anything they encounter online without
fear of losing privileges or getting a lecture. That trust matters more than any settings you configure.

Ages 9 and Under (Little Kids and Big Kids)

Young kids are curious and quick to click, but they don't yet have the brain development to recognize danger or
evaluate what theyre seeing. This is the age where you have the most control. Use it.

What to control What to teach

m  Whether (or how) your child accesses devicesor ~ m  Tell a trusted adult if something feels “weird”

the internet at all or scary

m Choose curated environments: YouTube Kids W Keep personal information (name, address,
instead of regular YouTube, gaming without school) private
chat features ® Bekind to others, in person and online

m  Keep devices in shared family spaces, -

People online aren't always who they say they are,
not bedrooms

so be careful who you talk to

m Disable chat features and in-app purchases m  Ads are designed to make you want things

m  Co-view and co-play whenever possible, so you
can react/explain things

m  Approve every online contact when you can (apps
like Facebook Messenger Kids let you do this)



Ages 10-12 (Tweens)

Tweens can think more logically and grasp abstract ideas like “digital footprint.” Peer influence is growing,
exposure to inappropriate content increases, and this is often when kids start asking for a smartphone.

What to control What to teach

Delay smartphones as long as possible; you
could consider a basic phone or smartwatch
first, or a smartphone stripped of apps like
social media or internet browsing

Keep tweens off social media; most platforms
officially require users to be 13

Co-create your household tech agreement, with
tween’s input

Keep devices out of bedrooms overnight
Approve every app or game before download

Maintain parental controls, but expect tweens
to test and push against them

Ages 13+ (Teens)

Legally, 13 is the minimum age for most social media, though many experts suggest delaying further
(some recommend 16). Teens are forming their own identity, pulling away from family, leaning into peer
relationships, and wanting more privacy. They're capable of more critical thinking but are also highly
susceptible to peer pressure.

What to control What to teach

Stay informed about what platforms teens use
and who they follow

Keep a few non-negotiables: tech-free meals,
phones out of the bedroom overnight (lack of
sleep is one of the most consistent harms linked
to teen phone use)

If you monitor, be transparent about what and
why as heavy-handed or secret monitoring can
backfire and damage trust at this age

Delay social media as long as is realistic for
your family

What cyberbullying looks like (as a target and
as a participant) and the practical steps: don't
engage, screenshot, block, report, tell an adult

How to ask critical questions about content:
Who made this? Why? Are they trying to sell
me something?

How to recognize sponsored content,
influencers, and manipulation and that
algorithms decide what shows up in a feed (it
isn't neutral or random)

The warning signs of grooming (tweens
often miss these because the behavior can
feel flattering)

That people online often look “perfect” (and
that's an illusion)

Open conversations about Al companions,
deepfakes, and what's real online

How to manage their own privacy settings (show
them how the first time)

The warning signs of unhealthy relationships, on
and offline

That image-based harm is serious and sharing a
private photo, even of themselves, can have legal
and lasting consequences

To notice how being online makes them feel, and
that it's okay to log off

That algorithms shape what they see and how
that can influence mood and thinking

Continue conversations about Al companions,
deepfakes, and what's real online
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