
Device & Platform Setup Guides

General Hubs & Organizations
Link Description

AAP Center of Excellence on Social 
Media and Youth Mental Health

The American Academy of Pediatrics’ hub of research-backed 
online safety resources for families, organized by age and topic.

ConnectSafely Nonprofit with parent guides, quick-guides, and app-specific safety 
tips, covering everything from social media to generative AI.

Internet Matters UK-based nonprofit offering age-specific advice, guides, and tools 
to help children stay safe online.

Common Sense Media
Independent nonprofit reviewing movies, apps, and games for 
age-appropriateness, plus parenting articles on nearly every digital 
safety topic.

HealthyChildren.org The American Academy of Pediatrics’ consumer parenting site, 
with articles on media use, development, and family health.

Apple Screen Time Apple’s official instructions for setting up Screen Time limits and 
content restrictions on iPhone and iPad.

Roblox: Managing Screen Time Roblox’s official guide to setting time limits and parental controls 
within the platform.

Nintendo Switch Parental Controls Nintendo’s official walkthrough for setting play-time limits and 
restrictions on the Switch.

How to Check Screen Time on 
Android

A step-by-step guide to finding and using Android’s built-in Digital 
Wellbeing screen-time tools.

Setting Up Parental Controls on 
Your Wi-Fi Router (CNET) 

A walkthrough for setting network-wide controls directly on your 
home router — scheduling internet access, filtering content, and 
pausing connections for every device at once.

Further Resources
Keeping Children and Youth Safe Online

Family Tech Agreements & Contracts
Common Sense Media Family 
Media Agreement (PDF)

A printable, fill-in agreement covering screen time, sharing, and 
online behavior for the whole family.

Center for Online Safety: 
Technology Contracts

A practical guide to introducing a family tech agreement, including 
tips on non-negotiable vs. flexible rules.

ConnectSafely Family Contract for 
Smartphone Use

A customizable pledge for parents and kids to sign when a child 
gets their first smartphone.

https://www.aap.org/en/patient-care/media-and-children/center-of-excellence-on-social-media-and-youth-mental-health/online-health-and-safety-resources/
https://www.aap.org/en/patient-care/media-and-children/center-of-excellence-on-social-media-and-youth-mental-health/online-health-and-safety-resources/
https://connectsafely.org/
https://www.internetmatters.org/
https://www.commonsensemedia.org/
http://healthychildren.org/
https://support.apple.com/en-us/108806
https://en.help.roblox.com/hc/en-us/articles/30428328969492-Managing-Screen-Time
https://www.nintendo.com/my/parents/switch/time/settings.html
https://www.lifewire.com/check-screen-time-on-android-5069900
https://www.lifewire.com/check-screen-time-on-android-5069900
https://www.cnet.com/home/internet/parental-controls-are-easy-to-set-up-on-your-wi-fi-router-heres-how-to-do-it/
https://www.cnet.com/home/internet/parental-controls-are-easy-to-set-up-on-your-wi-fi-router-heres-how-to-do-it/
https://www.commonsensemedia.org/sites/default/files/featured-content/files/common_sense_family_media_agreement.pdf
https://www.commonsensemedia.org/sites/default/files/featured-content/files/common_sense_family_media_agreement.pdf
https://www.centerforonlinesafety.com/blog/technology-contracts
https://www.centerforonlinesafety.com/blog/technology-contracts
https://connectsafely.org/family-contract-smartphone-use/
https://connectsafely.org/family-contract-smartphone-use/


Privacy & Product Safety

Mozilla *Privacy Not Included A buyer’s guide rating the privacy and security of connected toys, 
apps, and devices, including many made for kids.

AI Companions & Generative AI
Link Description

Common Sense Media: Social AI 
Companions

A risk assessment of popular AI companion apps and what parents 
should know before their kids use them.

Talk, Trust, and Trade-Offs (PDF) Common Sense Media’s research report on how teens are actually 
using AI companions and chatbots.

What I Want My Kids to Know About 
GenAI

A non-technical conversation guide from Pitt Cyber to help 
caregivers talk with preteens and teens about generative AI.

Government & Public Health Resources

SAMHSA: Online Health and Safety 
for Children and Youth

Federal resources on the mental health dimensions of kids’ online 
safety, from the Substance Abuse and Mental Health Services 
Administration.

FTC: Protecting Kids Online
The Federal Trade Commission’s consumer guidance on parental 
controls, kids’ privacy rights (COPPA), cell phones, video games, and 
image-based abuse.

Platform-Specific Guidance

The Keys: A Guide to Digital Safety 
(Snapchat)

An interactive course from Snap, developed with Common Sense 
Media, teaching teens and families to recognize and respond to 
bullying, illicit drug activity, image-based harm, and sextortion on 
Snapchat.

Additional Guides & Research

AAP: The 5 Cs of Media Use
A research-based framework (Child, Content, Calm, Crowding Out, 
Communication) with free age-based handouts for talking about media 
use.

UNESCO: Growing Up in a 
Connected World

A global family guide to media and information literacy, covering 
social media, algorithms, AI, and digital wellbeing.

Stanford Social Media Lab: A 
Parent’s Guide to Digital Safety

A guidebook for parents of tweens and teens navigating social 
media, messaging apps, and AI chatbots.

SANS: Secure the Generations
A cybersecurity-focused toolkit with age-specific fact sheets 
covering online threats from childhood through older adulthood.

https://www.mozillafoundation.org/en/privacynotincluded/
https://www.commonsensemedia.org/articles/social-ai-companions-0?gate=riskassessment
https://www.commonsensemedia.org/articles/social-ai-companions-0?gate=riskassessment
https://www.commonsensemedia.org/sites/default/files/research/report/talk-trust-and-trade-offs_2025_web.pdf
https://www.cyber.pitt.edu/initiatives/digital-survival-skills/what-i-want-my-kids-know-about-genai
https://www.cyber.pitt.edu/initiatives/digital-survival-skills/what-i-want-my-kids-know-about-genai
https://www.samhsa.gov/mental-health/children-and-families/online-health-and-safety-for-children-and-youth
https://www.samhsa.gov/mental-health/children-and-families/online-health-and-safety-for-children-and-youth
https://consumer.ftc.gov/identity-theft-and-online-security/protecting-kids-online
https://newsroom.snap.com/the-keys-a-guide-to-digital-safety
https://newsroom.snap.com/the-keys-a-guide-to-digital-safety
https://www.aap.org/en/patient-care/media-and-children/center-of-excellence-on-social-media-and-youth-mental-health/5cs-of-media-use/
https://unesdoc.unesco.org/ark:/48223/pf0000398455?locale=en
https://unesdoc.unesco.org/ark:/48223/pf0000398455?locale=en
https://sml.stanford.edu/adolescents-and-well-being/parents-guide-digital-safety
https://sml.stanford.edu/adolescents-and-well-being/parents-guide-digital-safety
https://www.sans.org/blog/secure-generations-cyber-safe-every-stage
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